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 Part of larger project

EAU

Summary

Overview & Motivation:
Systematic Definition
= Strong Security

Automatically Invalidating Game-Based Security Definitions SKECH | Paul Rosler | Bertinoro | 24-06-03




Setting: Game-Based Security Definitions
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Game KINDE(A)

-84 0 rp — 0
-8 D: TA & 0
s E4q — (] EP_A ['] — 1
- Ep +0; Ef « 0
adeal] < L; isg + T
adeg[] + L;isa < T
keyal] < L; keyp[] L
XPa« 0; XPs « 0
TRA + 0; TR < 0
CHA + 0; CHp + 0
(Sa,Sp) +s init
. b’ —g A
Require TRA NCH4 = ()
Require TRE NCHE =0
- Stop with b

Oracle SndA(ad)

- Require S4 # L
(Sa.k,c) +s snda(Sa, ad)
- If isa:
adea[sa] + (ad,c)
EPA[SA] — E4
keylea,sal « k
c84 4+ 8a+1
- Return ¢

Oracle RevA(ad, )

- Require S4 # L

- If isa A adeg|ra) # (ad, o):
25 -

f.SA +—F
If rqy € XPg:
TRA < N x [sa4,...]
Ifisareq +—eq+1
Sa +reva(Sa,ad, c)
- If S4 = L: Return L
cra+—ra+1
- Return

Oracle RevB(ad, ¢)

33
34

36
37
38

39 -
40 -

41
42

43 -
44 -

- Require Sp # L

- If isg A adea[rs] # (ad, e):
35 -

f.SB +F
If rg € XPa:

TR & N x [r5,...]
- If isp: Eg + EPa[rg]
(Sg,k) + reve(Se, ad, ¢)
If Sg = 1L: Return L
If isg: k+— o
keygz|Eg,T5) ¢ k
rg+—rg+1
Return

Oracle SndB(ad)

45

46 -

a7

48 -
49 -

50
51

- Require Sp # L

(Sg,c) +s sndg(Sk, ad)
- If isg:

adeg[sp| + (ad, c)
Ef «— Ef+1

-sg +—sg+1

- Return ¢

Oracle ExposeA

52
53

If isa: XPa & {sa}
Return Sa

Oracle ExposeB

54
55
56
57
58

TRs & [E; .. E5) x [r5, .-

If isp:
XPB (E {33}

TRa < [E .. B3] % [r5, ..

Return Sg

Oracle Reveal(u,1)

as in URKE (Fig. 5)

Oracle Challenge(u, )

as in URKE (Fig. 5)

]
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Game ANONGe(A)

00 U-ANON, ¢ U-ANONpxe

(151 For d £ {0,1}:

02 (84.74) + (0,0)

03 imp, « fal

04 (stR. estR. ead) « ([-|.[].[])
05 stR[0] « U-ANON;stR

06 (e ee, revd) + (0.0,0)

07 (z8,exS) + (B.[])

08 (%8, cx8, xR, cxR) + (fal.fal fal fal)
os WEA

10 Stop with &

Oracle BR

11 U-ANONjRR

12 -« (xS, cxS5) + (fal, fal)

13 Return

Oracle Expose

114 - If exS = tru: Require (sp, ) & ex§
116 & If x8 = tru A (s0,51) € xS

116 = Reguire (., 51) & 28

'17 o If imp, = imp, = fal:

18 st8 + U-ANON;.Expose.
20 =8« {(s0.51)}

21 - x8 + tru

22 Return stS

Oracle Expose,

P T -

i Require unique = tru

4 Require xR = fal

5 o Require imp, = imp,

If impy, = imp, = fal:

For all & € ee require § < rg
Require (ro, ) ¢ cxS

stR + U-ANON, Expose

30 - ¥R + tru

31 Return stR

Oracle ChallExpose .

e If x5 = tru v exS = tru:
Require (s, )  exS A (sg,_) & 8
34 o If impy = imp, = fal:
35 ¢ Require xR = xR = fal
36 stSy « U-ANON;.ChallExpose
71 If b=0: estR append(stR|[s,])
38 1 If b =1: cstR.append(U-ANON; . ceStR)
38 cxS.append((sy. s1))
40 - xS + tru
41 Return stSs

_________________________________ . 76

Oracle Snd(ad)

(e, k) ¢ U-ANON;.Snd(ad)
cad.append(c, ad)

e+ {s}

S0 =1, 8 1

47 i (stR[sy], ) + RKE.rev(stR|[s, — 1|, c.ad)

48 Return (e k)

Oracle ChallSnd(ad)

LT

(en, ke) s U-ANONg.ChallSnd(ad)

51 cad.append(cs, ad)
52 ee+= {sp}
.. +
53 sp 1
54 1 Ifb=0: (stR[s0], ) + RKE.rcv(stR[so
Bb

Return (es, ks)

Oracle Rev(e, ad)
BE  succy, + U-ANOM, Revie, ad)
If 3¢ = min(ro. r1) s.t. (e, ad) = ead]|f]
Ifh=0:
vy + min(e, revd)
succy + —impy A [ry =7
If suce, : revd {7}
If b = 1: sucey + —impy A [rg = #]
If succi—p: ri-p + 1
i Else:
Let SC 28 st. (_.ry) € 28
If |8] = 1A (rg._) € 8: unique + fal
For (fy, 7 ) €S
If RKE.rev(stR[fs|. c.ad) % (_, L):
imp, + impy V [rs = o]
impy + tru

o

- R [ =N ]

MM M B R ko
= & ]

i
i
i
i
i
i
i
i
i
i
i
i

71 Ifimp, _,:ryp ¢ 1

72 T + {i| cxS[i| = (fo. 1) 8.t 7y = 13}

73 ForieI:

74 If RKE.rev(estR[i], c.ad) #£(_, L):

75 impy + impy V [ro = fo], where #
Ifimp,_,: s ¢ 1

|
|77 Ifsucen: w1
\ 78 Return
|
1

Oracle ChallExposey

ST mm———— L ____
ol

79 4 Require xB = cxR = fal
180 o Require (ro, _) € 28 A (ro._) § exS
o Require imp, = fal

stRy + U-ANON;.ChallExpose
- exR o+ trn
85 Return stRs

Jeheck for impersonations

= 1], €0, ad)

o = exS|i]|[0]
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Setting: Game-Based Security Definitions

SE.enc(k,m) — c
SE.dec(k,c) — m

OW-CCA i (A) :
M[]+ L;C+0

k g IC

(c,m) ¢ A

Stop with M|c| =m

Enc(m) :
Return SE.enc(k, m)

Pr|SE.dec(k,SE.enc(k,m)) = m|] =1

Chall() :

m <—g M

¢ <+ SE.enc(k, m)
Mlc] <+ m
Retur@ ¢ {c}

Returr/ c

Dec(c) :

Ratw@ 'SR diae(k, )
Return SE.dec(k, ¢)
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Pr[SE.dec(k,
SE.enc(k,m)) =m| =1

4



Setting: Game-

Game KINDE(A)

D0 - &y — (] g )

01 - 8 <0 rqa < 0

ey (] EP_.q['] — |

o (| R ]

cadeg|| < L isp < T

~adeg(] + Liisy < T
keyql) <= Li keyg[] o= L
XPa « 0; XPs «

=
o

=

R R =
=3l isg (o)

& TRy« 0 TR «— @

2] CH.,], — ﬂ: CHB <— @

10 - (Sa, Sg) s init

11-b 5 A

12 Require TRa MCH,y = 0
13 Require TRz N CHE =0

14 . Stop with b’

Oracle SndA(ad)

15 - Require S4 # L

16 - (Sa.k,c) +s snda(Sa, ad)
17 I 38 4

16 - adeq[sa) < (ad, )

1:98- E-PA[SA] — €4

20 keyylea,sal — k

21 -84 +— 84 +1

22 - Return ¢

Oracle RevA(ad, c)

23 - Require Sa # L

24 s 4 X adep(ra) # (ad.e):
25 - isq +—F

26 If rq € XPg:

2 TRy 4= N X[ 8,0
08 - If dsq:eq —eq 1

29 - S84 «reva(Sa,ad, )

30 - If Sy = L: Return L

21 -rq+—ra+1

22 - Return

Oracle RevB(ad, ¢)
33 - Require Sp # L

34 - If isp A adeq|rs| # (ad, c):

350 g «
26 If rp € XPa:
& TRy ¢ Nx [r5, ..

381 If isg: Ep + EPa(ns]

39 . (Sg, k) « reve(Se, ad, ¢)
40 - If Sg = L: Return L

49 If isms b+ <

421 key B rs) & k

4% - rp +—rg + 1

44 - Return

Oracle SndB(ad)

45 - Require Sp # L

46 - (SB,¢) <5 sndg(Ss, ad)
A [l

4% - adeg|sp| + (ad.c)

4ol EE <« Ba il
50 - 85 +— s + 1
51 - Return ¢

Oracle ExposeA
52 If dsia: XPa &< {sa)
53 Return Sa

Oracle ExposeB

54 TRy < [BS . EQ) %[5,
55 If isg:

560 XPg 45 {_33}

57 MRa € [Es. o] X [2a,
58 Return Sg

Oracle Reveal(u, )

as in URKE (Fig. 5)

Oracle Challenge(u, )
as in URKE (Fig. 5)
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ased Security Definitions

» Missed trivial attacks
* Validation via proof?!
 JJ: Proof mistakes
» Worth of proofs?!

- Use tools!

List of wrong definitions

Not sure we caught all...

Game ANONGe(A)
U-ANON;, + U-ANON e
(151 For d £ {0,1}:
02 (84.74) + (0,0)
imp, + fal
(stR. estR. cad) « ([-].[].[])
05 stR[0] « U-ANON;.stR
06 (e ee, revd) + (0.0,0)
07 (z8,exS) + (B.[])
08 (%8, cx8, xR, cxR) + (fal.fal fal fal)
bE A
Stop with &'

Oracle BR

11 U-ANON;.RR

12 -« (xS, cxS5) + (fal, fal)
Return

Oracle Expose

e If exS = tru: Require (so, ) & ex§
e If x5 = tru A (s0,51) ¢ 28

e Require (_, 81) ¢ 28

17 o If imp, = imp, = fal:

118 o Require exR = fal

stS +— U-ANON; Exposzes
x8 «= {(s0.51)}

21 - x5 + tru

22 Return stS

Oracle Expose,

P T

i Require unique = tru
24 a Require exR = fal
o Require impg, = imp,
If imp, = imp; = fal:
For all & € ee require § < rg
Require (ro, ) ¢ cxS

stR + U-ANON, Expose
- ¥R+ tru
31 Return stR

Oracle ChallExpose .

e If x5 = tru v exS = tru:

Require (s, )  exS A (sg,_) & 8
4 o If imp, = imp, = fal:

Require xR = cxR = fal

=l

36 stSy « U-ANON;.ChallExpose
71 If b=0: estR append(stR|[s,])
38 i If b=1: estR.append(U-ANON; . ceStR)
cxS append((sg. s1))
40 - ox85 + tru
41 Return stSs

Oracle Snd(ad)

(e.k) < U-ANON, Sad(ad)
cad.append(c, ad)
e+ {s}

46 s 1,8 1
47 i (stR[sy], ) + RKE.rev(stR|[s, — 1|, c.ad)
48 Return (e k)

Oracle ChallSnd(ad)

50 (en, ks) & U-ANONg.ChallSnd(ad)
51 cad.append(cs, ad)
52 ee+= {sp}

3 sp+ 1
i 1fb=0: (stR[s0]. ) + RKE.rev(stR[so — 1], co, ad)
55 Return (e, ks)

' Oracle Rev(c. ad)

| BB sucey, +— U-ANON, Rev(c, ad)

i 87 I 3¢ = min(ro, 1) sit. (¢,ad) = cad]F]
. 58 Ifh=0:

| 59 ry « min(e\, revd)

HE:
50 succy + —impy A [ry =7
51 If suee, : revd + {7}
62 If b = 1: sucey + —impy A [rg = #]

If succi—p: ri-p + 1
i Else: Jeheck for impersonations
Let SC 28 st. (_.ry) € 28
If |8] = 1A (rg._) € 8: unique + fal
For (fy, 7 ) €S
If RKE.rev(stR[fs). c.ad) # (. 1):
impy, + imp, V [ro = fo
impy + tru
If impy_,zry_p+ 1
T + {i| cxS[i| = (fo. 1) 8.t 7y = 13}
ForieI:
If RKE.rev(estR[i], e.ad) # (. L):
impy + impg V [ro = fo], where o = exS[i][0]

If impy _,:ry 1
' If suces: w1
\ 78 Return

I

| Oracle ChallExposep

e -
2T

'S 4 Require xR = xR = fal
180 o Require (ro, _) € 28 A(ro._) € exS
o Require imp, = fal
@ If imp, = fal: Require sy = ry
stRy + U-ANON;.ChallExpose
- exR + trn
Return stRy




Finding Trivial Attacks

e Syntax

« Correctness

« Adversarial goal

« Adversarial capabilities

> =* Trivial attacks

Attacks against every construction

—->No* algebraic structure
- Attacks against ideal construction
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Simplifying (Game-Based Definitions

Indistinguishability up to Correctness
and Its Application to Stateful AE

Phillip Rogaway and Yusi Zhang

Computer Science Department
University of California Davis, One Shields Avenue, USA

Simplifying Game-Based Cryptographic Definitions
By
Yusi Zhang

DISSERTATION




| | EAL
Symbolic Perspective on OW-CCA FAU

M — K | SE.enc(K, M) meM — MEFm

Mt k,m = M+ SE.enc(k, m)
M + SE.enc(k,m),k = MFm

OW-CCAgg(A) : Chall() :

M+ L m<—g M

®<g K &<« SE.enc(®,)

@,0) <5 A MG @

Stop with M = @ C «+ CU{G}
Return @&

Enc(@) : Dec(() :

Return SE.enc(®),) If¢e C: Return L

Return m
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. L EAU
Symbolic Verification Tools v

SoK: Computer-Aided Cryptography

TLS 1.3 Alice 1
Manuel Barbosa*, Gilles Barthe!#, Karthik Bhargavan®, Bruno Blanchet!, Cas Cremers¥, Kevin Liaofll, Bryan Parno**
Return Cl \ — TLS ]. 3 BOb 1 (C) *Universigy of Porto (FCUP) and INESC TEC, TMax Planck Institute for Security & Privacy, {IMDEA Software Institute,
-~ SINRIA Paris, YCISPA Helmholtz Center for Information Security, v, **Carnegie Mellon University
TLS 1.3 Alice 2(c)

Return (_, Cg) l TLS 13 Bob 2((3) Tool Unbound Trace  Equiv  Eq-thy  State  Link

Return c¢o

CPSA” el e . o o . o
Return — R i e e o © e e
- symEncaractes F5 [18] L ] ] [e] © [ ] [ ]
Maude-NPA®  [19]] @ . o . o o
ProVerif* ! 20 @ . o © o o
bfs2py®t [21] [ ] [ ] o © (o] L}
LGS Verif* 221 e . o] © . o
LProVerif-ATP*T [23]) @ . o ] o] o
LStatVerif* ' 241 @ ° o © . o
Scyther” 251 e . o o o o
scyther- pmoi1>1 5 26 ® ® o] o] o] [e]
Tamarin** [27] * . o ® ® o
LSAPIC* 28] @ L) o L) L] ¢
Chall ( ) . CL-Atse” 291 o . o . . o
OFMC™ ! B o ] o] © . o
)< M satMc® BNl o __e__ o __o_ __e&__0O_.
$ AKISS® 321 o o L . . [s]
APTE* B3| o o o o . e
@% SE_enC (@ @) DEEPSEC* B4 o o P © * o
3 SAT-Equiv™ Bsl o o ] o o o
M K’:]%X Y. @ V\ SPEC*f Bel| o 0 o o o o
Specification language Miscellaneous symbols
> — security protocol notation L. — previous tool extension
C % C U {@} * Dec(@) : % — process calculus t — abstractions
* — multiset rewriting 1 — interactive mode
Return @ / l If Z;; E C: Return J_ © — general programming language § — independent verifiability
Equational theories (Eq-thy) Equivalence properties (Equiv)
Ret urn m ® — with AC axioms t — trace equivalence
m © - without AC axioms o — open bisimilarity
. O - fixed d — diff equivalence
Enc (@) . TABLE I

OVERVIEW OF TOOLS FOR SYMBOLIC SECURITY ANALYSIS. SEE
SECTION II-B FOR MORE DETAILS ON COMPARISON CRITERIA.

Return SE.enc(®,®)
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Automated Attack Search

* OW-CCA: SKE, PKE,
« SUF-CMA: MAC, DS

e Correctness:
o Statefulness
* Loops

e Games:

KEM

=AU

Game KINDE(A)

00 -84« 0;rg+<0

01 -85+ 0;74 <0

02 - eq + 0; EPA[] + L

03 - B «0; Ef « 0

04 - adea] « L;isp « T

05 - adeg] + L; isa « T

06 keyal] + L; keygl] + L
07 XPa+ 0; XPp« 0

08 TRa « 0; TR <0

09 CHq + 0; CHg « 0

10 - (Sa, SB) s init

11 b s A

12 Require TRANCHA =0
13 Require TRE NCHp =0
14 « Stop with b

Oracle SndA(ad)

15 - Require S4 # L

16+ (Sa,k,¢) s snda(Sa, ad)
17 - If isa:

18 adealsal < (ad.c)
19 . EPA[SA] —ea

20 keyalea,sal < k
-84 4 8a+1
- Return e

&)
N =

Oracle RevA(ad, c)

23 - Require Sa # L

24 - If isa A adeg(ra] # (ad, c):
25+ isa«F

26 If ra € XPg:

27 TR = N x [sa,...]
28 - I isaieq ¢ ea+1

29 - Sa «reval(Sa,ad, c)

30 - If §4 = 1: Return |

3l ra+ra+l1l

32 . Return

Oracle RevB(ad, c)
33 - Require Sg # L

34 - If isg A adea[rp] # (ad, c):
35 isg — F
36 Ifrg € XPa:
37 TRp < N x [rp,..]
38 - If isp: Eg + EP.[rs)
39 - (Sg, k) + reve(Se, ad, €)
40 - If Sgp = L: Return L
a1 Ifisgr ko

2 keyg|EG re] — k
43 -rp+rp+1

44 - Return

Oracle SndB(ad)

45 - Require Sg # L

46 - (Sp,c) +s snds(Ss, ad)
a7 - If isg:

48 - adep[sp) + (ad,c)

49. Ej e« Ep+1
50 -sp ¢« sp+1
51 - Return ¢

Oracle ExposeA
52 Ifisa: XPa & {sa)
53 Return Sa

Oracle ExposeB

54 TRp & [EL .. Ef) %[5,
55 If isg:

56 XPp < {sn}

57 TRa & [Ef.. Ef] x |15, .
52 Return Sgp

Oracle Reveal(u, 1)
as in URKE (Fig. 5)

Oracle Challenge(u, i)
as in URKE (Fig. 5)

]
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Game ANONye(4)
U-ANON; + U-ANOMEc
01 Forde {0.1}
02 ($4,7a)  (0,0)
3 imp, < fal
4 (stR,estR, cad) « ([,[],[])
5 stR[0] « U-ANON, stR
06 (e, ce,revd) + (0.0.0)
(xS, ex8) « (0,[])
(5. cx8, xR, cxR) < (fal,fal fal, fal)
B A
10 Stop with '

Oracle BR

11 U-ANON;RR

(%8, cx8) + (£al. fal)
1% Return

racle Expo:

: Require (30,
> If xS = tru A (s, 51) € 28
Require (_ 1) § 28

7 ¢ If imp, = imp, = fal:

stS « U-ANON; Exposeg
20 x5  {(s0,51)}

27 xS & tru

22 Return st8

Oracle Expose,,

i Require unig
< Require cxR = fal
25 o Require imp, = imp,
& Ifimp, = imp, = fal:
For all & € ee require § < ro
Require (ro, ) ¢ cz8

TGR & UANON, Espese,
xR + tru
31 Return stR

Oracle ChallExpos:

>  Require (5o, _) € o8 A (so.
If imp, = imp, = fal:
Require xR R = fal

stS;, + U-ANON;.ChallExpose

i If b= 0: estR.append(stR|[s;))

If b= 1: estR.append(U-ANON, .ceStR)
exS.append((sa, 1))

40 - ox8 + tru

41 Return stSy

)¢ a8

Oracle ChallSnd(ad)

Oracle Rev(e,ad)
EE  succy, + U-ANON, Revie, ad)

Oracle ChallExpose,

o Require (ro. ) & 25 A (ro._) # exS
@ Require imp, = fal

- xR+ tru

(. k) = U-ANON,.Snd(ad)

cad append(c, ad)

e+ {sa}

P T

(sth[s]. ) + RKE.rev(stR[s, — 1], e.ad)
Return (e, k)

(ca. ks) ¢ U-ANOMN; ChallSnd{ad)
cad append(cy, ad)
cc + {50}

504 1

If b = 0: (stR[sq]
Return (es, k)

)+~ RKE.rev(stR[so — 1], co, ad)

If 3f Z min(ro,r1) s.t. (e.ad) = cad[#|
Ifh=0:
r{ « min(e\, revd)
sueep 4 —impy A [#)
If suee, : revd + {7}
If b= 1: suceq + —impy A [ro = 7]

= #

If suceyn: riop + 1

fcheek for impersonations
SCxSst_.r)exS
} € S: unique + fal

Le
I |S] > 1A (ro,
For (fo.#1) €8
If RKE.rev{stR[fs), c,ad) # (., 1):
imp, + impg V [ro = fo]
imp, « tru

Ifimpy vy 1
I+ {i| cxS[i] = (fo. 1) 8.0 s = 1}
ForieT:
If RKE.reviestR[i],c,ad) # (_, L):
impy, + impy V [ro = fof, where fo = ez S|i][0]
Ifimp, ,:ra+1
If suces: o 1
Return

al: Require s; = rp

stRy < U-ANOM; ChallExpose

Return stRg




Actual Idea Direction

Implement definitions

WIP:

 Feedback

e Discussion

« Happy to collaborate
° Q:
 Which tools?

 Discussing proofs
« Simple fail examples
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Verify definitions / Reproduce attacks
Prove: Symbolic attacks = Trivial attacks
Prove: No symbolic attacks = No trivial attacks

EAU

OW-CCAgi(A) : Chall() :

M[]+ L @s M

B3 K &+« SE.enc(®,&)

@) s A ME) <0

Stop with M) =@ C <+ CU{®
Return @

Enc(@) : Dec({) :

Return SE.enc(®,{) If@c C: Return L
Return m

Chall() :

@—s M

B+ SE.enc(®,()

M <@ ~

C+ CU{®} — Dec(f) :

Return & / [ If@e C: Return L
m Return m

Enc(@) :

Return SE.enc(®),()

10
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