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Disclaimer: Semi-Confidential!

• You’re Early Reviewer 3

• Workshop

• Discussion

• Ideas

• Work in progress:
• Extensions

• Part of larger project
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Setting: Game-Based Security Definitions
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Setting: Game-Based Security Definitions
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Setting: Game-Based Security Definitions

• List of wrong definitions

• Missed trivial attacks

• Validation via proof?!

• JJ: Proof mistakes

• Worth of proofs?!

• Not sure we caught all…

→ Use tools!
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Finding Trivial Attacks

• Syntax

• Correctness

• Adversarial goal

• Adversarial capabilities

Attacks against every construction

→No* algebraic structure

→Attacks against ideal construction

⇒* Trivial attacks
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Symbolic Perspective on OW-CCA
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Symbolic Verification Tools
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Automated Attack Search

• OW-CCA: SKE, PKE, KEM

• SUF-CMA: MAC, DS

• Correctness:
• Statefulness

• Loops

• …

• Games:
• …
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Actual Idea Direction

• Implement definitions

• Verify definitions / Reproduce attacks

• Prove: Symbolic attacks ⇒ Trivial attacks

• Prove: No symbolic attacks ⇒ No trivial attacks

• WIP:
• Feedback
• Discussion
• Happy to collaborate

• Q:
• Which tools?
• Discussing proofs
• Simple fail examples
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