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Mesh Messaging
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Mesh Messaging

• Vulnerable victims

• Strong adversaries
But: Not ubiquitous

• Low bandwidth

• High latency

• Low memory 

• No Definitions

• No Provably Secure
Constructions
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Confidentiality & Anonymity

• Sender Anonymity

• Receiver Anonymity

• Available option:
Signal’s Sealed Sender

• Receiver corruption
⇒ Anonymity lost
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Corruption: Forward & Post-Compromise Security

• Continuously refresh
local secrets

• Available options:
▪ Signal’s Double Ratchet
▪ MLS Standard
→ Preliminary wrapper

[HKP’22]

• Both non-anonymous

𝑘 ← 𝑔𝑎0𝑏0

𝑘 ← 𝑔𝑎1𝑏0

𝑘 ← 𝑔𝑎1𝑏1

[HKP’22]: Hashimoto, Katsumata, and Prest. ACM CCS 2022.
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Contributions

𝑘 ← 𝑔𝑎0𝑏0

𝑘 ← 𝑔𝑎1𝑏0

𝑘 ← 𝑔𝑎1𝑏1

1. Stronger Double Ratchet

2. In-Flight PCS via

Contact Cooperation

3. Message Anonymizer

+𝒈𝒂𝒊,𝒋
+𝒈𝒙
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• Code and 3 Simulated Networks

• Overhead:
Negligible (76B)

• Delivery Success:
> 90%

• Strong Generic Anonymity

• Stronger FS & PCS

Performance & Overview

𝑘 ← 𝑔𝑎0𝑏0

𝑘 ← 𝑔𝑎1𝑏0

𝑘 ← 𝑔𝑎1𝑏1

1. Stronger Double Ratchet

2. In-Flight PCS via

Contact Cooperation

3. Message Anonymizer

+𝒈𝒂𝒊,𝒋

+𝒈𝒙

Paper: ia.cr/2023/1053

Code: github.com/meshmessaging/ASMesh
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