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. . EAU
Messaging Setting v

* Multiple Users
* Multiple Sessions/User

* Unidirectional Communication D

* Focus: Client-to-Client

 Central Server
 Federated Servers
e Peer-to-Peer

. ...7
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. EAU
State Corruption v

* Forward-Secrecy (FS):

Past communication remains
secure

!,

* Post-Compromise Security (PCS):
Future communication recovers
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. EAU
Old Security Guarantee v

« Confidentiality (FS+PCS)

« Sender corruption is harmless
* Receiver corruption breaks

only future
NN:::: 4-
« Authenticity (FS+PCS)

« Impersonation only immediately
after state corruption

\ Efficient Construction:
PKE and SIG 4
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. EAU
Anonymity v

» Adversary ...
» Sees traffic

H s
;
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. EAU
Anonymity v

» Adversary ...
» Sees traffic

! * Looks random D
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. EAU
Anonymity v

» Adversary ... - »

o Sees traffic
! * Looks random

« Can corrupt states
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* Adversary ...

Stron

Anonymity

» Sees traffic
* Looks random

Can corrupt states
Look random

Like dummy states
Updatable

 With FS+PCS
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. EAU
Anonymity v

- Traffic random
- Secrets random
- Randomizable dummies

-> Secrets and
traffic Independent
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' EAU
Construction Idea: PKE AU

« Updatable encryption key
- Sender state re-randomized

ek < (g", g"")

» Keys:
y dk —
ek = (ekg, eky)
« Key update: ek’ < (ekT k™) = (g%, g*F)

| c < (ekg, H(eky, ek]) & m) = (co,c1)
» En- & Decryption: m +— H(cp,c@*) @ e
= H(g", (")) ® (H(g", ¢"7) & m)
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=AU

Construction ldeas: SIG

« Updatable signing key
- Sender state re-randomized

» Keys (Lamport):

» Keys (Encrypted Lamport):
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skip s R, 1€ll],be{0,1}

*k *k
sk ski
Sk* — ( 0303 y ki 1,0)
y SRI—1.1

sko 1,
* f(skq.0), f(sky_4 0))
vk” " A
(f(SkO,l)a 7f(8kl—1,1)

cip < enc(ek, sk; ;)
%
sk <+ ( 0,05

Co,1,

vk < (vk™, dk)

» C1—1,0
,» C1—1,1

11



* Keys:

 Signature:

* Verify:

=AU

Construction ldeas: SIG

cip = enc(ek, sk;,), i€ [l],be{0,1}
Sk p— (60907 S y Cl—l,O)
co,1, ° H,C—-11

,Uk:((vk(:),o = f(sko ), - 7Ukzk—1,0) dk)

*
’Uko,1 ) T Ukl—l,l

— (m()a T 7ml—1)9 m; € {OJ 1}
A (CO,mia T Cl—l,mi)
= (enc(ek, skq ,,.), -+ ,enc(ek, sk;_; )

0,m;

m
o)

For all i € [I]:
f(dec(dk, 7)) = vk}, = f(sk,, )

1,M;
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. EAU
Construction ldeas: SIG ~Au

« Updatable signing key
- Sender state re-randomized
cip = enc(ek, sk;,), i€ [l],be{0,1}

Co.0 s Cl—1.0
sk = - ’ ’
0,1, - H»C-1,1
. ! / / /
» Key update: (k" 0,007 1,00 €015 " C1,1)
— rand(ek, C0,05° " 5, Cl—1,0,C0,1," " " Cl—l,l))

/ /

1 (%., 0 " 2CG_10
S/f — / /

Co,1s "7 Cl—l,l
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. EAU
Construction ldeas: SIG ~Au

- Compact signature: o < [[;cqy Ciom. BLS
Aggregation
> skf,mi o 0 O Trick
p— gl
- Verification: f(dec(dk, 7)) = [T,cq Vkim,
7 28k,
6(0-7 92) — e(gl 792)
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EAU
Performance

- Dominated by SIG

—0
« Sending

* 4] group operations (signing)
« 2l group elements (verification key)

» Receiving la.cr/2022/1187

« 2| group operations (verifying)
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