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• (Asynchronous) session initialization

• “Secure” channel

|…Hey Bob! ❤Hey Bob! ❤

Messaging is complex

Hey Bob! ❤
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• (Asynchronous) session initialization

• “Secure” channel

• Strong security

|…Hey Bob! ❤Hey Bob! ❤

Messaging is complex

Hey Bob! ❤

Hey Bob! ❤

qr3efp2n3

Nice! :D
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• (Asynchronous) session initialization

• “Secure” channel

• Strong security
“Ratchet”-Mechanism:

• Invalidate old secrets

• Sample and include
new secrets

• Origin: 

Simple construction:

• Repetition and mix of
key exchanges

|…Hey Bob! ❤Hey Bob! ❤

Messaging is complex

Hey Bob! ❤

Hey Bob! ❤

qr3efp2n3

Nice! :D



Taming Complexity of Messaging to understand its Security ZISC Lunch Seminar | Paul Rösler | Zürich | 2019-10-10 6

• (Asynchronous) session initialization

• “Secure” channel

• Strong security

• Concurrent
communication 

Huhu? Love you ❤Huhu? Love you ❤

Messaging is complex

Hey Bob! ❤

Love you ❤

Hey Bob! ❤

Huhu?

Nice! :DNice! :D Nice! :D
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Messaging is complex

• (Asynchronous) session initialization

• “Secure” channel

• Strong security

• Concurrent
communication 

• Unreliable network

Hey Bob! ❤

Huhu?

Nice! :D

Hey Bob! ❤

Love you ❤

Huhu?

Nice! :D

Love you ❤



Taming Complexity of Messaging to understand its Security ZISC Lunch Seminar | Paul Rösler | Zürich | 2019-10-10 8

• (Asynchronous) session initialization

• “Secure” channel

• Strong security

• Concurrent
communication 

• Unreliable network

• Explicit reliability

Messaging is complex

Hey Bob! ❤Hey Bob! ❤

Huhu?

Nice! :D

Huhu?

Nice! :D

Love you ❤
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Messaging is complex

• (Asynchronous) session initialization

• “Secure” channel

• Strong security

• Concurrent
communication 

• Unreliable network

• Explicit reliability

• Group
communication

Hey All! ❤

Love you ❤

Huhu?

Nice! :D

Hey All! ❤

Love you ❤

Huhu?

Nice! :D

Hmm? Hmm?

Hey Bob! Hey Bob!



Taming Complexity of Messaging to understand its Security ZISC Lunch Seminar | Paul Rösler | Zürich | 2019-10-10 10

Agenda

• Messaging is complex

• Finding a Syntax

• Understanding Attackers

• Defining Security

• Understanding Constructions
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Messenger
Multi-stage 

ACCE

Multi-stage 
Key Exchange

Bidirectional 
RKE

Sesquidir. RKE
Key-updatable 

KEM
Ratcheted 
Encryption

Syntax – Taming complexity

sndM

delivM delivAck

addU leaveG

rmvU

sndM

delivM delivAck

addU leaveG

rmvU

gen gen

rcvC rcvC

sndMsndM

rcvC

sndM

rcvC

sndM

gen gen

rcvC rcvC

sndMsndM

rcvC

sndM

rcvC

sndM

• Messenger with
• Many user interfaces

• Dynamic groups

• Explicit reliability

• Complex functionality
• Nearly impossible to define

security formally
• Was used to motivate attacks
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Messenger
Multi-stage 

ACCE

Multi-stage 
Key Exchange

Bidirectional 
RKE

Sesquidir. RKE
Key-updatable 

KEM
Ratcheted 
Encryption

Syntax – Taming complexity

sndM

delivM delivAck

addU leaveG

rmvU

sndM

delivM delivAck

addU leaveG

rmvU

gen gen

rcvC rcvC

sndMsndM

rcvC

sndM

rcvC

sndM

gen gen

rcvC rcvC

sndMsndM

rcvC

sndM

rcvC

sndM

• Remove:
1. Delivery notifications

2. Group channels

3. Group management
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Messenger
Multi-stage 

ACCE

Multi-stage 
Key Exchange

Bidirectional 
RKE

Sesquidir. RKE
Key-updatable 

KEM
Ratcheted 
Encryption

Syntax – Taming complexity

gen gen

rcvC

rcvC

sndM

sndM

rcvC

sndM

rcvC

sndM

mA1

mB1

mA2

mB2

mA1

mA2

mB2

mB1

pkA pkB• Remove:
1. Delivery notifications

2. Group channels

3. Group management

tim
e
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Messenger
Multi-stage 

ACCE

Multi-stage 
Key Exchange

Bidirectional 
RKE

Sesquidir. RKE
Key-updatable 

KEM
Ratcheted 
Encryption

Syntax – Taming complexity

gen gen

rcvC

rcvC

sndM

sndM

rcvC

sndM

rcvC

sndM

mA1

mB1

mA2

mB2

mA1

mA2

mB2

mB1

pkA pkB• Remove:
1. Delivery notifications

2. Group channels

3. Group management

• Still very complex

• Multiple parties & sessions

• Establishment & channel

Two party channel
(including establishment)

tim
e
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Messenger
Multi-stage 

ACCE

Multi-stage 
Key Exchange

Bidirectional 
RKE

Sesquidir. RKE
Key-updatable 

KEM
Ratcheted 
Encryption

Syntax – Taming complexity

gen gen

rcvC

rcvC

sndM

sndM

rcvC

sndM

rcvC

sndM

mA1

mB1

mA2

mB2

mA1

mA2

mB2

mB1

pkA pkB• Remove:
1. Delivery notifications

2. Group channels

3. Group management

4. Channel establishment

5. Symmetric encryption

• Some publications removed
(only) one of both:
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Messenger
Multi-stage 

ACCE

Multi-stage 
Key Exchange

Bidirectional 
RKE

Sesquidir. RKE
Key-updatable 

KEM
Ratcheted 
Encryption

Syntax – Taming complexity

rcv

rcv

snd

snd

rcv

snd

rcv

snd

• Remove:
1. Delivery notifications

2. Group channels

3. Group management

4. Channel establishment

5. Symmetric encryption

• Still (*too*) complex to define
(and understand) strong security

Ratcheted key exchange

kA1

kB1

kA2

kB2

kA1

kA2

kB2

kB1

init
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rcv

rcv

snd

snd

rcv

snd

rcv

snd
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Messenger
Multi-stage 

ACCE

Multi-stage 
Key Exchange

Bidirectional 
RKE

Sesquidir. RKE
Key-updatable 

KEM
Ratcheted 
Encryption

Syntax – Taming complexity

• Remove:
1. Delivery notifications

2. Group channels

3. Group management

4. Channel establishment

5. Symmetric encryption

6. Key establishment B-to-A

• It can even be simpler ☺

rcv

rcv

snd

snd

rcv

snd

rcv

snd

k1

k2

k1

k2

init
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Messenger
Multi-stage 

ACCE

Multi-stage 
Key Exchange

Bidirectional 
RKE

Sesquidir. RKE
Key-updatable 

KEM
Ratcheted 
Encryption

Syntax – Taming complexity

rcv

rcv

snd

snd

rcv

snd

rcv

snd

• Remove:
1. Delivery notifications

2. Group channels

3. Group management

4. Channel establishment

5. Symmetric encryption

6. Key establishment B-to-A

7. B-to-A communication

• It can even be simpler ☺

k1

k2

k1

k2

init
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Messenger
Multi-stage 

ACCE

Multi-stage 
Key Exchange

Bidirectional 
RKE

Sesquidir. RKE Unidir. RKE
Ratcheted 
Encryption

Syntax – Taming complexity

• Remove:
1. Delivery notifications

2. Group channels

3. Group management

4. Channel establishment

5. Symmetric encryption

6. Key establishment B-to-A

7. B-to-A communication

Unidirectional ratcheted key exchange

snd

rcv

rcv

snd

snd

snd

rcv

rcv

k1

k3

k1

k4

init

k2

k3

k2

k4
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Messenger
Multi-stage 

ACCE

Multi-stage 
Key Exchange

Bidirectional 
RKE

Sesquidir. RKE Unidir. RKE
Ratcheted 
Encryption

Syntax – Taming complexity

snd

rcv

rcv

snd

snd

snd

rcv

rcv

k1

k3

k1

k4

init

k2

k3

k2

k4

rcv

rcv

snd

snd

rcv

snd

rcv

snd

k1

k2

k1

k2

init

rcv

rcv

snd

snd

rcv

snd

rcv

snd

kA1

kB1

kA2

kB2

kA1

kA2

kB2

kB1

init

gen gen

rcvC

rcvC

sndM

sndM

rcvC

sndM

rcvC

sndM

mA1

mB1

mA2

mB2

mA1

mA2

mB2

mB1

pkA pkB

sndM

delivM delivAck

addU leaveG

rmvU

sndM

delivM delivAck

addU leaveG

rmvU

gen gen

rcvC rcvC

sndMsndM

rcvC

sndM

rcvC

sndM

gen gen

rcvC rcvC

sndMsndM

rcvC

sndM

rcvC

sndM

• No groups

• Only pair-wise 

communication

• Abstract initialization

• No symmetric 

encryption

• No B-to-A key 

establishment

• No B-to-A 

communication
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Messenger
Multi-stage 

ACCE

Multi-stage 
Key Exchange

Bidirectional 
RKE

Sesquidir. RKE Unidir. RKE
Ratcheted 
Encryption

Syntax – Modularity

snd

rcv

rcv

snd

snd

snd

rcv

rcv

k1

k3

k1

k4

init

k2

k3

k2

k4

rcv

rcv

snd

snd

rcv

snd

rcv

snd

k1

k2

k1

k2

init

rcv

rcv

snd

snd

rcv

snd

rcv

snd

kA1

kB1

kA2

kB2

kA1

kA2

kB2

kB1

init

gen gen

rcvC

rcvC

sndM

sndM

rcvC

sndM

rcvC

sndM

mA1

mB1

mA2

mB2

mA1

mA2

mB2

mB1

pkA pkB

sndM

delivM delivAck

addU leaveG

rmvU

sndM

delivM delivAck

addU leaveG

rmvU

gen gen

rcvC rcvC

sndMsndM

rcvC

sndM

rcvC

sndM

gen gen

rcvC rcvC

sndMsndM

rcvC

sndM

rcvC

sndM

• N pair-wise 

channels

• Send acks

• Initialize with key exchange

• Add authenticated 

encryption

• Copy and merge

• ???

We will see…
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Agenda

• Messaging is complex

• Finding a Syntax

• Understanding Attackers

• Defining Security

• Understanding Constructions
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Attacker

• Active attacker on network
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Attacker

• Active attacker on network

• Exposure of secret states
• Mobile devices are easily

accessible

• Sessions take long time
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Attacker

• Active attacker on network

• Exposure of secret states

• Attacks against executions’
randomness

• Entropy low

• Ba(d/ckdoored) randomness
generator
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Attacker

• Many more attacker
scenarios…

• Attacker against key
distribution

• Attackers in attacked group

• Leakage during computation

• Attacker in implementation
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Agenda

• Messaging is complex

• Finding a Syntax

• Understanding Attackers

• Defining Security

• Understanding Constructions
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Security definition

• Many security properties, depend on:
• Syntax

• Correctness 

• Semantic

• Multiple levels of properties:
• Strongest security

• Intuitive security (ambiguous)

• Efficiently instantiable security (ambiguous)

snd

rcv

rcv

snd

snd

snd

rcv

rcv

k1

k3

k1

k4

init

k2

k3

k2

k4
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(Strongest) Security definition

• Allow attacker full (defined) power

• Define security property as:
Event that attacker should not trigger

Here: attacker guesses exchanged key

• Exclude ways that directly trigger this event
(unpreventable attacks)

• Exposed state of B reveals B’s future keys

• …

• Protocol is insecure if event triggers in
remaining cases

snd

rcv

rcv

snd

snd

snd

rcv

rcv

k1

k3

k1

k4

init

k2

k3

k2

k4
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Agenda

• Messaging is complex

• Finding a Syntax

• Understanding Attackers

• Defining Security

• Understanding Constructions
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Constructing Unidirectional RKE

• Alice:

• Bob:

snd

rcv

rcv

snd

init

rcv

snd

k1

k2

k3

k1

k2

k3

c

pk sk

enc

enc

enc

dec

dec

dec

gen
enc (      )→$ c kpk

dec (          )→ ksk c

c

c

pk

sk

pk

sk
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Constructing Unidirectional RKE

• Alice:

• Bob:

• Problem:
exposure of B’s state
reveals all his keys

• Secret key update!

snd

rcv

rcv

snd

init

rcv

snd

k1

k2

k3

k1

k2

k3

c

pk sk

enc

enc

enc

dec

dec

dec

gen
enc (      )→$ c kpk

dec (          )→ ksk c

c

c

pk

sk

pk

sk
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Constructing Unidirectional RKE

• Alice:

• Bob:

• Problem:
exposure of B’s state
reveals all his keys

• Secret key update!

• Alice:

Forget 

• Bob:

snd

rcv

rcv

snd

init

rcv

snd

k1

k2

k3

k1

k2

k3

c

pk sk

enc

enc

enc

dec

dec

dec

gen
enc (      )→$ c kpk

dec (          )→ ksk c

gen (      )→sk pk

H (       )→ kic k sk

c

c

pk

sk

pk

sk
sk

H (       )→ kic k sk
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Constructing Unidirectional RKE

• Alice:

• Bob:

• Problem:
exposure of B’s state
reveals all his keys

• Secret key update!

• Alice:

Forget 

• Bob:

snd

rcv

rcv

snd

init

rcv

snd

k1

k2

k3

k1

k2

k3

c

pk sk

enc

enc

enc

dec

dec

dec

gen
enc (      )→$ c kpk

dec (          )→ ksk c

gen (      )→sk pk

H (       )→ kic k sk

c

c

pk'

sk'

pk''

sk''
sk

H (       )→ kic k sk

H

gen

H

gen

H

gen

H

H

H
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snd

rcv

rcv

snd

snd

snd

rcv

rcv

k1

k3

k1

k4

init

k2

k3

k2

k4

Construction ↔ Security definition

• Bases on pure public key encryption
• Randomness is good

• Our bidirectional RKE uses heavier tools

• Many papers with different definitions and
different constructions of ratcheting now:
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snd

rcv

rcv

snd

snd

snd

rcv

rcv

k1

k3

k1

k4

init

k2

k3

k2

k4

Construction ↔ Security definition

• Bases on pure public key encryption
• Randomness is good

• Our bidirectional RKE uses heavier tools

• Many papers with different definitions and
different constructions of ratcheting now:

• Also others with
strongest security
relied on heavier
tools

• “(When) do we need
these tools?”
– Vaudenay, Balli, me

PKE too weak

for strong

bidirectional RKE?

Impact of bad

randomness?
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Constructing Unidirectional RKE

• Alice:

• Bob:

• Problem:
randomness is revealed
(and A’s state exposed)

• Secret key update!

• Alice:

Forget 

• Bob:

snd

rcv

rcv

snd

init

rcv

snd

k1

k2

k3

k1

k2

k3

c

pk sk

enc

enc

enc

dec

dec

dec

gen
enc (      )→$ c kpk

dec (          )→ ksk c

gen (      )→sk pk

H (       )→ kic k sk

c

c

pk'

sk'

pk''

sk''
sk

H (       )→ kic k sk

H

gen

H

gen

H

gen

H

H

H
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Constructing Unidirectional RKE

• Alice:

• Bob:

• Problem:
randomness is revealed
(and A’s state exposed)

• Secret key update!

• Alice:

Forget 

• Bob:

snd

rcv

rcv

snd

init

rcv

snd

k1

k2

k3

k1

k2

k3

c

pk sk

enc

enc

enc

dec

dec

dec

gen
enc (      )→$ c kpk

dec (          )→ ksk c

gen (      )→sk pk

H (       )→ kic k sk

c

c

pk'

sk'

pk''

sk''
sk

H (       )→ kic k sk

H

gen

H

gen

H

gen

H

H

H

Should stay secure 

w.r.t. security

definition

Update of sk only 

depends on A’s

inputs

Additionally A

learns sk during

sending
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Constructing Unidirectional RKE

• Alice:

• Bob:

• Problem:
randomness is revealed
(and A’s state exposed)

• Secret key update!

• Alice:

• Bob:

snd

rcv

rcv

snd

init

rcv

snd

k1

k2

k3

k1

k2

k3

c

pk sk

enc

enc

enc

dec

dec

dec

gen
enc (      )→$ c kpk

dec (          )→ ksk c

H (       )→ kic k

c

c

pk'

sk'

pk''

sk''
H (       )→ kic k

H

gen

H

gen

H

gen

H

H

H

up pk pk(          )→k

up (          )→sk skk

sk only known

if previous sk

AND k known
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Heavier Tool: key-updatable PKC

• Idea of key-updatable PKC : update pk
and sk independently and forward securely

• Based on (expensive) HIBE
• Not full HIBE, only path on ‘identity tree’

dec
enck1

up

up

enck2

k1

gen

up

up

enck'2

up
up

up

up

dec k2

up

up

dec

up
up

k2

snd

rcv

rcv

snd

snd

snd

rcv

rcv

k1

k3

k1

k4

init

k2

k4

k2

k3

up pk pk(          )→k

up (          )→sk skk

up

dec

up

enc

enc
dec

up

k1

k2

k1

k2

gen

upad1

ad2

ad1

ad2

pk

sk
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Constructing Unidirectional RKE

• Alice:

• Bob:

• Problem:
randomness is revealed
(and A’s state exposed)

• Secret key update!

• Alice:

• Bob:

snd

rcv

rcv

snd

init

rcv

snd

k1

k2

k3

k1

k2

k3

c

pk sk

enc

enc

enc

dec

dec

dec

gen
enc (      )→$ c kpk

dec (          )→ ksk c

H (       )→ kic k

c

c

pk'

sk'

pk''

sk''
H (       )→ kic k

H

H

up

H

up

H

H

H

up pk pk(          )→k

up (          )→sk skk

up

up

up

up
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Heavier Tool: key-updatable PKC

• Idea of key-updatable PKC : update pk
and sk independently and forward securely

• Based on (expensive) HIBE
• Not full HIBE, only path on ‘identity tree’

dec
enck1

up

up

enck2

k1

gen

up

up

enck'2

up
up

up

up

dec k2

up

up

dec

up
up

k2

snd

rcv

rcv

snd

snd

snd

rcv

rcv

k1

k3

k1

k4

init

k2

k4

k2

k3

up pk pk(          )→k

up (          )→sk skk

up

dec

up

enc

enc
dec

up

k1

k2

k1

k2

gen

upad1

ad2

ad1

ad2

pk

sk

Unpublished work w/ Serge 

Vaudenay & Fatih Balli
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snd

rcv

rcv

snd

snd

snd

rcv

rcv

k1

k3

k1

k4

init

k2

k3

k2

k4

Construction ↔ Security definition

• Bases on pure public key encryption
• Randomness is good

• Our bidirectional RKE uses heavier tools

• Many papers with different definitions and
different constructions of ratcheting now:

• Also others with
strongest security
relied on heavier
tools

• (When) do we need
these tools?
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snd

rcv

rcv

snd

snd

snd

rcv

rcv

k1

k3

k1

k4

init

k2

k3

k2

k4

Construction ↔ Security definition

• Havier tools are necessary for 
unidirectional RKE if
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snd

rcv

rcv

snd

snd

snd

rcv

rcv

k1

k3

k1

k4

init

k2

k3

k2

k4

Construction ↔ Security definition

• Havier tools are necessary for 
unidirectional RKE if

• State exposures are not unnecessarily restricted
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snd

rcv

rcv

snd

snd

snd

rcv

rcv

k1

k3

k1

k4

init

k2

k3

k2

k4

Construction ↔ Security definition

• Havier tools are necessary for 
unidirectional RKE if

• State exposures are not unnecessarily restricted

• Bad randomness is considered



Taming Complexity of Messaging to understand its Security ZISC Lunch Seminar | Paul Rösler | Zürich | 2019-10-10 48

snd

rcv

rcv

snd

snd

snd

rcv

rcv

k1

k3

k1

k4

init

k2

k3

k2

k4

Construction ↔ Security definition

• Havier tools are necessary for 
unidirectional RKE if

• State exposures are not unnecessarily restricted

• Bad randomness is considered

• Recovery from attacks is required
immediately
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Messenger
Multi-stage 

ACCE

Multi-stage 
Key Exchange

Bidirectional 
RKE

Sesquidir. RKE Unidir. RKE kuKEM
Ratcheted 
Encryption

Syntax – Taming complexity

snd

rcv

rcv

snd

snd

snd

rcv

rcv

k1

k3

k1

k4

init

k2

k3

k2

k4

rcv

rcv

snd

snd

rcv

snd

rcv

snd

k1

k2

k1

k2

init

rcv

rcv

snd

snd

rcv

snd

rcv

snd

kA1

kB1

kA2

kB2

kA1

kA2

kB2

kB1

init

gen gen

rcvC

rcvC

sndM

sndM

rcvC

sndM

rcvC

sndM

mA1

mB1

mA2

mB2

mA1

mA2

mB2

mB1

pkA pkB

sndM

delivM delivAck

addU leaveG

rmvU

sndM

delivM delivAck

addU leaveG

rmvU

gen gen

rcvC rcvC

sndMsndM

rcvC

sndM

rcvC

sndM

gen gen

rcvC rcvC

sndMsndM

rcvC

sndM

rcvC

sndM

• N pair-wise 

channels

• Send acks

• Initialize with key exchange

• Add authenticated 

encryption

• Copy and merge

• N copies and 

merges

(under bad 

randomness)
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snd

rcv

rcv

snd

snd

snd

rcv

rcv

k1

k3

k1

k4

init

k2

k3

k2

k4

Construction ↔ Security definition

• Havier tools are necessary for 
unidirectional RKE if

• State exposures are not unnecessarily restricted

• Bad randomness is considered

• Recovery from attacks is required immediately

• Open question:
bad randomness /
bidirectional settings?

ia.cr/2018/296

@roeslpa


