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Secure Group Instant 

Messaging: End-to-End

• Dynamic group of users

• One central server (always online)

• End-to-end protection

within protected transport layer

• Server potentially malicious

• Multiple users + leaving/joining + users offline + forward secrecy/PCS

⇒ Security definition vs. real world protocols
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Chair for Network and Data Security

Prof. Dr. Jörg Schwenk

Agenda

▪ Methodology

▪ Security Model

▪ Issues of Modeling and Protocols

▪ Reliability vs. Instant Messaging

▪ Post Compromise Security and Ratcheting

▪ Overview and Standardization
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• Define

• Syntax (=API)

• Security goals

• Attacker capabilities

MethodologySecurity Model

Reliability vs. Instant Messaging

PCS and Ratcheting

Asynchronous Group IM

• Analyze

• Key distribution

• Messaging protocols

• Key computation

• Group management

• Reliability protocols

• WhatsApp: Alternative client

• Signal: Android in Java

• Threema: Alternative client

Focus: cryptographic protocols

Out of scope: implementations

(future work for you?! ☺)
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Remark:

Email is also asynchronous

Email has neither FS nor PCS

Email has even no authentication
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• Reliability of receipt status partially possible (Traceable Delivery)

• Ordering

• With graphical user interface (out of scope)

• “we feel […] difficult to build […] UX which provides transcript 

consistency” (Moxie Marlinspike)
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• Causality (mi delivered if mi-1 delivered)

• Weak causality (mi delivered if not mj delivered, i<j)

• Signal and WhatsApp deliver messages on receipt

→ Server can mix last 2000 messages in delivery

→ Allows to refer to specific messages

• No distinct solution in IM?!
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• Continuous update of state secrets to reach PCS
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• Continuously redo key exchanges and mix

+   Forward secure state update
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Security and Ratcheting

Confidentiality via group key
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Summary

• First security model for group instant messaging

• Captures security and reliability

• Description (⇒ reverse engineering) of three major IM protocols

• Application of model to protocols

• Revelation of discrepancies between security definition and protocols:

• Probably not the only protocol/implementation weaknesses

• Signal still very secure! WhatsApp brought E2E encryption to 109 users!

ia.cr/2017/713 @roeslpa
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