RUHR-UNIVERSITAT BOCHUM

More is Less: On the End-to-End Security
of Group Chats in Signal, WhatsApp, and
Threema

|IEEE EuroS&P 2018
2018-04-26

Horst Gortz Institute for IT Security
Chair for Network and Data Security
Paul Roésler, Christian Mainka, Jérg Schwenk



RUHR-UNIVERSITAT BOCHUM

Secure Group Instant M
Messaging: End-to-End

« Dynamic group of users

More is Less: On the End-to-End Security of Group Chats in Signal, WhatsApp, and Threema IEEE EuroS&P 2018 | Paul Résler | London | 27.04.2018



RUHR-UNIVERSITAT BOCHUM

Secure Group Instant M
Messaging: End-to-End

« Dynamic group of users

* One central server (always online)

i

More is Less: On the End-to-End Security of Group Chats in Signal, WhatsApp, and Threema IEEE EuroS&P 2018 | Paul Résler | London | 27.04.2018



RUHR-UNIVERSITAT BOCHUM

Secure Group Instant
Messaging: End-to-End

« Dynamic group of users

* One central server (always online) ®

.\1/

« End-to-end protection a <
within protected transport layer ab

« Server potentially malicious

More is Less: On the End-to-End Security of Group Chats in Signal, WhatsApp, and Threema IEEE EuroS&P 2018 | Paul Résler | London | 27.04.2018



RUHR-UNIVERSITAT BOCHUM

Secure Group Instant
Messaging: End-to-End

« Dynamic group of users

* One central server (always online)

.\1/

« End-to-end protection a <
within protected transport layer ab

« Server potentially malicious
« Multiple users + leaving/joining + users offline + forward secrecy/PCS

= Security definition...

More is Less: On the End-to-End Security of Group Chats in Signal, WhatsApp, and Threema IEEE EuroS&P 2018 | Paul Résler | London | 27.04.2018



RUHR-UNIVERSITAT BOCHUM

Secure Group Instant M
Messaging: End-to-End

« Dynamic group of users

-
* One central server (always online)
® C
[ (
» End-to-end protection ab ® a
within protected transport layer a
- [

« Server potentially malicious

« Multiple users + leaving/joining + users offline + forward secrecy/PCS

= Security definition vs. real world protocols

More is Less: On the End-to-End Security of Group Chats in Signal, WhatsApp, and Threema IEEE EuroS&P 2018 | Paul Résler | London | 27.04.2018



RUHR-UNIVERSITAT BOCHUM

Chair for Network and Data Security 4 ‘g e n d a‘

Prof. Dr. J6rg Schwenk

=  Security Model

» |ssues of Modeling and Issues of Real World Protocols

» Reliability vs. Instant Messaging

= Post Compromise Security and Ratcheting

More is Less: On the End-to-End Security of Group Chats in Signal, WhatsApp, and Threema IEEE EuroS&P 2018 | Paul Résler | London | 27.04.2018



RUHR-UNIVERSITAT BOCHUM

Security Model Secure Group Instant

Reliability vs. Instant Messaging

Aemchronous Grou I Messaging: Groups

|
id (—[SndM(gi; m)
[
User id "[ Add(gr V) ( )
. ] [ ClreesCpl
Actions id <—[Rmv(gr,V) ] s snd LEA
[
| id<—[ Leave(gr) ]—|_) ] Central
_ : Server
_ (id,gr, V,m) < DelivM }4—‘
Delivery of
Remote User — (id,gr") < ModG |<— rev | [4—<
Actions
id <= Ack
| | | | | |
User Interface Network Interface

More is Less: On the End-to-End Security of Group Chats in Signal, WhatsApp, and Threema IEEE EuroS&P 2018 | Paul Résler | London | 27.04.2018 11



RUHR-UNIVERSITAT BOCHUM

Security Model

Reliability vs. Instant Messaging
PCS and Ratcheting
Asynchronous Group IM

Confidentiality

 Message Confidentiality

Secure Group Instant
Messaging: Two Parties

Inteqrity

Message Authentication

No Duplication

) )

> Two
Parties

User _|
Actions

Delivery of
Remote User —
Actions

> Groups

id € SndM(gr,m)

id<{ Add(grV)
id < Rmv(gr7) }—=1 | 19

()

(id.gr) <
id <€ Ack

id fudeave(gr’) M

" (id.grVim) <

z| ¥
2|z
3|z

Central
Server

User Interface

T
Network Interface

More is Less: On the End-to-End Security of Group Chats in Signal, WhatsApp, and Threema IEEE EuroS&P 2018 | Paul Résler | London | 27.04.2018 12




RUHR-UNIVERSITAT BOCHUM

Security Model Secure Group Instant

Reliability vs. Instant Messaging
PCS and Ratcheting

Relis Messaging: Two Parties

Confidentiality Inteqrity
A A
 Message Confidentiality « Message Authentication
o - : Two
No Duplication > parties (- GrOUPS
 Traceable Delivery
J J

“Only successful delivery is

7
acknowledged
Use
I Actions |
Hey!
b4 4 Delivery of (id.grVm) < DelivM
Remote l{)scl% (id,gr") < ModG
Hi I Actions | <
.

More is Less: On the End-to-End Security of Group Chats in Signal, WhatsApp, and Threema IEEE EuroS&P 2018 | Paul Résler | London | 27.04.2018




RUHR-UNIVERSITAT BOCHUM

Security Model

Reliability vs. Instant Messaging
PCS and Ratcheting
Asynchronous Group IM

Secure Group Instant
Messaging: Groups

Confidentiality Inteqrity
\
 Message Confidentiality « Message Authentication
o - : Two
No Duplication > parties
> Groups
 Traceable Delivery
J
 Closeness * No Creation )
“Only group (admin) decides on “Only successful delivery is
membership” acknowledged”
/\CIL ] IZ Rz ) snd | LL€pen)
Heyl L j‘d Leav(j(,;yr)k'

_ [ Gidgrvm) f«.ﬂ_DclivM
Delivery of
Remote User — (id,gr") < ModG rcv “

Actions
id <-<J-Ack

L | L |
I
User Interface

T
Network Interface

More is Less: On the End-to-End Security of Group Chats in Signal, WhatsApp, and Threema IEEE EuroS&P 2018 | Paul Résler | London | 27.04.2018 14



RUHR-UNIVERSITAT BOCHUM

Security Model SeCU”ty MOdel. MaIICIOUS

Reliability vs. Instant Messaging

PCS and Ratcheti
Asyn?f?ronoehg gr:)nl?p IM S e rV e r

- @
e Malicious Server == @l

- Can decrypt transport layer > @l
protection & <

.\l/

* E.g. IM provider, TLS certificate s..
forger on network, ... ()

More is Less: On the End-to-End Security of Group Chats in Signal, WhatsApp, and Threema IEEE EuroS&P 2018 | Paul Résler | London | 27.04.2018

15



RUHR-UNIVERSITAT BOCHUM

Security Model
Server

Security Model

Reliability vs. Instant Messaging
PCS and Ratcheting
Asynchronous Group IM

 Malicious Server =mx

« Can decrypt transport layer
protection

 E.g. IM provider, TLS certificate
forger on network, ...

More is Less: On the End-to-End Security of Group Chats in Signal, WhatsApp, and Threema IEEE EuroS&P 2018 | Paul Résler | London | 27.04.2018

: Malicious

—x ®
— >l
—

Ny )
> @
ab
&'| Traceable | Closeness
@’@ )
v | Delivery
== ?
— ==

18



RUHR-UNIVERSITAT BOCHUM

Security Model SeC U rlty MO d el .

Reliability vs. Instant Messaging

Asynchmoneue Groop IM Compromising Attacker

« Compromising Attacker '/ - @i

 Access to members’ secrets Z

-

.\l/

 E.g. access to device, cryptanalysis, ...

Traceable | Closeness
Delivery

|~

More is Less: On the End-to-End Security of Group Chats in Signal, WhatsApp, and Threema IEEE EuroS&P 2018 | Paul Résler | London | 27.04.2018 19



RUHR-UNIVERSITAT BOCHUM

Security Model SeCU”ty MOdeI .

Reliability vs. Instant Messaging

Asynchmoneue Groop IM Compromising Attacker

« Compromising Attacker ', - @i

 Access to members’ secrets Z

-

.\l/

 E.g. access to device, cryptanalysis, ...

 Advanced Goals: ab

 Forward Secrecy

Secure * >
S SV | Traceable | Closeness
* oSt Compromise security RS :
(aka Future Secrecy aka Backward Secrecy) M Dellve ry

|~

* Secure >

More is Less: On the End-to-End Security of Group Chats in Signal, WhatsApp, and Threema IEEE EuroS&P 2018 | Paul Résler | London | 27.04.2018 20



RUHR-UNIVERSITAT BOCHUM

Security Model SeCU”ty MOdeI .

Reliability vs. Instant Messaging

Asynchmoneue Groop IM Compromising Attacker
« Compromising Attacker ',

 Access to members’ secrets

® < —xa N ()
 E.g. access to device, cryptanalysis, ... —m ®
S
)
 Advanced Goals: ab
 Forward Secrecy
Secure * >
S| Traceable | Closeness
« Post Compromise Security o Deliver
(aka Future Secrecy aka Backward Secrecy) y
= § eco
| m— o] ==
* Secure > == =

More is Less: On the End-to-End Security of Group Chats in Signal, WhatsApp, and Threema IEEE EuroS&P 2018 | Paul Résler | London | 27.04.2018 21




RUHR-UNIVERSITAT BOCHUM

Security Model SeCU rlty MOdel

Reliability vs. Instant Messaging
PCS and Ratcheting
Asynchronous Group IM

Syntax Security & Reliability Goals:
T ia<{SadMG@m)  Message Confidentiality Hey!
ser id Add( KV) . .
acions| ? gt | ez - Message Authentication g
i mv(gr, V) . Hil
- aem) Contrl « No Duplication
g | (idgs¥m) <{DelivMl«
Delivery of -
Remote User— (idgr) «{ ModG Je—] | rev | [—=< * Traceable Delivery
Actions ] id(—
\ — | « Closeness
User In‘ erface Network IIn erface .
t t « No Creation
Adversaries
- Malicious Server Advanced Goals:
« Compromising Attacker * Forward Secrecy ecr
.0 « Post Compromise Security —&— secure——>
o7
s
[ ) —xa
-4 | m— o >-
—a N
A..
[

More is Less: On the End-to-End Security of Group Chats in Signal, WhatsApp, and Threema IEEE EuroS&P 2018 | Paul Résler | London | 27.04.2018 22



RUHR-UNIVERSITAT BOCHUM

Security Model SeCU rlty MOdel

Reliability vs. Instant Messaging
PCS and Ratcheting
Asynchronous Group IM

Syntax Security & Reliability Goals:
 Message Confidentiality Hey!
Actons ] ond | Lz, « Message Authentication g
-
Delivery of
Remote Qscr—
Actions I .
— Is this a good definition for
secure group instant messaging?
Adversaries
« Malicious
«  Compromismig~racre ; oo
o y « Post Compromise Security —&— secure—>
| m— 8 | ?e
@ | >
- == (e
A..
[

More is Less: On the End-to-End Security of Group Chats in Signal, WhatsApp, and Threema IEEE EuroS&P 2018 | Paul Résler | London | 27.04.2018 23



RUHR-UNIVERSITAT BOCHUM

Security Model REllab”lty VS. InStant

Reliability vs. Instant Messaging
PCS and Ratcheting

Asynchronous Group IM M eS S ag I n g

Reliable delivery in centralized network impossible (Byzantine Agreement)

v

More is Less: On the End-to-End Security of Group Chats in Signal, WhatsApp, and Threema IEEE EuroS&P 2018 | Paul Résler | London | 27.04.2018

24



RUHR-UNIVERSITAT BOCHUM

Security Model R9||ab|||ty VS. InStant

Reliability vs. Instant Messaging
PCS and Ratcheting

Asynchronous Group IM M eS S ag I n g

Reliable delivery in centralized network impossible (Byzantine Agreement)

» Reliability of receipt status partially possible (Traceable Delivery)

~5%

o

v\.
()

A
v

More is Less: On the End-to-End Security of Group Chats in Signal, WhatsApp, and Threema IEEE EuroS&P 2018 | Paul Résler | London | 27.04.2018

25



RUHR-UNIVERSITAT BOCHUM

Security Model Rellablllty VS. InStant

Reliability vs. Instant Messaging
PCS and Ratcheting

Asynchronous Group IM M eS S ag I n g

Reliable delivery in centralized network impossible (Byzantine Agreement)

» Reliability of receipt status partially possible (Traceable Delivery)

/
® — A
¥ > =0 -
\.
..

ab

« Signal and WhatsApp sent acknowledgments plain

More is Less: On the End-to-End Security of Group Chats in Signal, WhatsApp, and Threema IEEE EuroS&P 2018 | Paul Résler | London | 27.04.2018

26



RUHR-UNIVERSITAT BOCHUM

Security Model Order In InStant

Reliability vs. Instant Messaging

PCS and Ratcheti "
Async?r?ronoahg grg]l?p IM M eS S ag I n g

* Ordering
» With graphical user interface (out of scope) v

« Causality (m, delivered if m;_, delivered)

<X

* Weak causality (m; delivered if not m; delivered, i<j)

<X <
<

« Signal and WhatsApp deliver messages on receipt
— Server can mix last 2000 messages in delivery

— Allows to refer to specific messages

<X <
<

More is Less: On the End-to-End Security of Group Chats in Signal, WhatsApp, and Threema IEEE EuroS&P 2018 | Paul Résler | London | 27.04.2018 31



RUHR-UNIVERSITAT BOCHUM

Security Model Order In InStant

Reliability vs. Instant Messaging

PCS and Ratcheti "
Async?r?ronoahg grg]l?p IM M eS S ag I n g

* Ordering
» With graphical user interface (out of scope) v
”G
 Causs v
v

 Weak %OV

_ v

Have a look into the paper...

« Signa

X°v
v

— Allows to refer to specific messages

More is Less: On the End-to-End Security of Group Chats in Signal, WhatsApp, and Threema IEEE EuroS&P 2018 | Paul Résler | London | 27.04.2018 32



RUHR-UNIVERSITAT BOCHUM

Security Model POSt COmprOm|Se

Reliability vs. Instant Messaging

PCS and Ratcheting

Asynchronous Group IM SeCU rity and RatCheti ng
Post Compromise Security in Groups

« Recovery into secure state after its exposure

* Secure >

More is Less: On the End-to-End Security of Group Chats in Signal, WhatsApp, and Threema IEEE EuroS&P 2018 | Paul Résler | London | 27.04.2018

34



RUHR-UNIVERSITAT BOCHUM

Security Model POSt COmprOm|Se

Reliability vs. Instant Messaging
PCS and Ratcheting

Asynchronous Group IM SeCU rity and RatCheti ng

Post Compromise Security in Groups

« Recovery into secure state after its exposure

— “Secure state”?

« Confidentiality of messages after A “group round trips”, A constant

A
' = Y
o> S o
a0 a0 a0
* -0-—-0-—-0-—. o Secure >

More is Less: On the End-to-End Security of Group Chats in Signal, WhatsApp, and Threema IEEE EuroS&P 2018 | Paul Résler | London | 27.04.2018

35



RUHR-UNIVERSITAT BOCHUM

Security Model POSt COmprOm|Se

Reliability vs. Instant Messaging
PCS and Ratcheting

Asynchronous Group IM SeCU rity and RatCheti ng

Post Compromise Security in Groups
« Recovery into secure state after its exposure

— “Secure state”?

« Confidentiality of messages after A “group round trips”, A constant

— Can be scaled for different protocols

A
' = Y
o> S o
a0 a0 a0
* -0-—-0-—-0-—. o Secure >

More is Less: On the End-to-End Security of Group Chats in Signal, WhatsApp, and Threema IEEE EuroS&P 2018 | Paul Résler | London | 27.04.2018

36



RUHR-UNIVERSITAT BOCHUM

Security Model POSt COmprOm|Se

Reliability vs. Instant Messaging
PCS and Ratcheting

Asynchronous Group IM SeCU rity and RatCheti ng

Post Compromise Security in Groups
« Recovery into secure state after its exposure

— “Secure state”?

« Confidentiality of messages after A “group round trips”, A constant

= Closeness of group after A “group round trips”

A
- (J-; N\
D O
* S0—S0%—S0%—— Sccure

>
a & o

More is Less: On the End-to-End Security of Group Chats in Signal, WhatsApp, and Threema IEEE EuroS&P 2018 | Paul Résler | London | 27.04.2018

37



RUHR-UNIVERSITAT BOCHUM

Security Model POSt COmprOm|Se

Reliability vs. Instant Messaging
PCS and Ratcheting

Asynchronous Group IM SeCU rity and RatCheti ng

Post Compromise Security in Groups
« Recovery into secure state after its exposure

— “Secure state”?

« Confidentiality of messages after A “group round trips”, A constant

= Closeness of group after A “group round trips”

Ratcheting
. oo
- Continuous update of state secrets to reach PCS =~ &8s

More is Less: On the End-to-End Security of Group Chats in Signal, WhatsApp, and Threema IEEE EuroS&P 2018 | Paul Résler | London | 27.04.2018

38



RUHR-UNIVERSITAT BOCHUM

Security Model POSt Compr0m|se M

Reliability vs. Instant Messaging

PCS and Ratcheting

Asynchronous Group IM SeCU rity and RatCheti ng

Post Compromise Security in Groups
« Recovery into secure state after its exposure

— “Secure state”?

« Confidentiality of messages after A “group round trips”, A constant

= Closeness of group after A “group round trips”

Ratcheting
. oo
- Continuous update of state secrets to reach PCS =~ &8s

— Direct communication: Signal, [BCJ+ CRYPTO ‘17], [PoeRoe ePrint ‘18]

»
»

« Continuously redo key exchanges and mix *

»
»

* In the meantime forward securely update secrets i

v v

More is Less: On the End-to-End Security of Group Chats in Signal, WhatsApp, and Threema IEEE EuroS&P 2018 | Paul Résler | London | 27.04.2018

39



RUHR-UNIVERSITAT BOCHUM

Security Model POSt Compr0m|se M

Reliability vs. Instant Messaging

Asymehronous Group Security and Ratcheting

Post Compromise Security in Groups
« Recovery into secure state after its exposure
— “Secure state™?
« Confidentiality of messages after A “group round trips”, A constant
= Closeness of group after A “group round trips”
Ratcheting
. oxe
- Continuous update of state secrets to reach PCS =~ &8s

— Direct communication: Signal, [BCJ+ CRYPTO ‘17], [PoeRoe ePrint ‘18]

— Groups?

More is Less: On the End-to-End Security of Group Chats in Signal, WhatsApp, and Threema IEEE EuroS&P 2018 | Paul Résler | London | 27.04.2018 40



RUHR-UNIVERSITAT BOCHUM

Security Model POSt COmprOm|Se

Reliability vs. Instant Messaging

PCS and Ratcheting

Asynchronous Group IM SeCU rity and RatCheti ng

Confidentiality via group key

More is Less: On the End-to-End Security of Group Chats in Signal, WhatsApp, and Threema IEEE EuroS&P 2018 | Paul Résler | London | 27.04.2018

41



RUHR-UNIVERSITAT BOCHUM

Security Model POSt Compr0m|se

Reliability vs. Instant Messaging
PCS and Ratcheting

Asynchronous Group IM SeCU rity and RatCheti ng

Confidentiality via group key

. i ] g o )
. = = L
— Ratcheting of group key [CCG+ ePrint "17] o @ & IR

Confidentiality via direct channels

— Ratcheting in direct channels

More is Less: On the End-to-End Security of Group Chats in Signal, WhatsApp, and Threema IEEE EuroS&P 2018 | Paul Résler | London | 27.04.2018

42



RUHR-UNIVERSITAT BOCHUM

Security Model POSt Compr0m|se

Reliability vs. Instant Messaging

Asymehronous Group Security and Ratcheting
Confidentiality via group key & & \/
ghe g g [M]
— Ratcheting of group key [CCG+ ePrint ‘17] & @ & b o o [
Confidentiality via direct channels & &

— Ratcheting in direct channels

e o
2 k..
— Group management PCS: PS =K
O al
- Ticket approach @
a

— Related to group key exchange -

More is Less: On the End-to-End Security of Group Chats in Signal, WhatsApp, and Threema IEEE EuroS&P 2018 | Paul Résler | London | 27.04.2018

43



RUHR-UNIVERSITAT BOCHUM

ge?ug?{[MOdﬁl - . POSt ComprOmlse
eliapiity vs. Ins gn essaging . .
Asymehronous Group Security and Ratcheting
Confidentiality via group key & & \/
/
—» Ratcheting of group key [CCG+ ePrint '17] oS (> &
grk -

Confidentiality via direct channels (

— Ratcheting in direct channels

e o
2 k..
— Group management PCS: PS =K
O al
- Ticket approach @
a

— Related to group key exchange

» Guest list approach

More is Less: On the End-to-End Security of Group Chats in Signal, WhatsApp, and Threema IEEE EuroS&P 2018 | Paul Résler | London | 27.04.2018

44




RUHR-UNIVERSITAT BOCHUM

Securiy Mode Protocol Overview: Signal

Reliability vs. Instant Messaging
PCS and Ratcheting
Asynchronous Group IM

More is Less: On the End-to-End Security of Group Chats in Signal, WhatsApp, and Threema IEEE EuroS&P 2018 | Paul Résler | London | 27.04.2018

45



RUHR-UNIVERSITAT BOCHUM

Securiy Mode Protocol Overview: Signal

Reliability vs. Instant Messaging
PCS and Ratcheting
Asynchronous Group IM

More is Less: On the End-to-End Security of Group Chats in Signal, WhatsApp, and Threema IEEE EuroS&P 2018 | Paul Résler | London | 27.04.2018

46



RUHR-UNIVERSITAT BOCHUM

Securiy Mode Protocol Overview: Signal

Reliability vs. Instant Messaging
PCS and Ratcheting
Asynchronous Group IM

More is Less: On the End-to-End Security of Group Chats in Signal, WhatsApp, and Threema IEEE EuroS&P 2018 | Paul Résler | London | 27.04.2018

47



RUHR-UNIVERSITAT BOCHUM

Securiy Mode Protocol Overview: Signal

Reliability vs. Instant Messaging
PCS and Ratcheting
Asynchronous Group IM

More is Less: On the End-to-End Security of Group Chats in Signal, WhatsApp, and Threema IEEE EuroS&P 2018 | Paul Résler | London | 27.04.2018

48



RUHR-UNIVERSITAT BOCHUM

Securiy Mode Protocol Overview: Signal

Reliability vs. Instant Messaging
PCS and Ratcheting
Asynchronous Group IM

More is Less: On the End-to-End Security of Group Chats in Signal, WhatsApp, and Threema IEEE EuroS&P 2018 | Paul Résler | London | 27.04.2018

49



RUHR-UNIVERSITAT BOCHUM

Securiy Mode Protocol Overview: Signal

Reliability vs. Instant Messaging
PCS and Ratcheting
Asynchronous Group IM

O
<

N

o

\%
/v\

Sender in group?

More is Less: On the End-to-End Security of Group Chats in Signal, WhatsApp, and Threema IEEE EuroS&P 2018 | Paul Résler | London | 27.04.2018

50



RUHR-UNIVERSITAT BOCHUM

Securiy Mode Protocol Overview: Signal

Reliability vs. Instant Messaging
PCS and Ratcheting
Asynchronous Group IM

New receiver in group

More is Less: On the End-to-End Security of Group Chats in Signal, WhatsApp, and Threema IEEE EuroS&P 2018 | Paul Résler | London | 27.04.2018

53



RUHR-UNIVERSITAT BOCHUM

Security Model Weak n eS S eS . SI g n a.l

Reliability vs. Instant Messaging
PCS and Ratcheting
Asynchronous Group IM

Py
~

',A&

4

More is Less: On the End-to-End Security of Group Chats in Signal, WhatsApp, and Threema IEEE EuroS&P 2018 | Paul Résler | London | 27.04.2018

55



RUHR-UNIVERSITAT BOCHUM

ge?ug?{[MOdﬁl - . POSt ComprOmlse
eliapiity vs. Ins gn essaging . .
Asymehronous Group Security and Ratcheting
Confidentiality via group key & & \/
/
—» Ratcheting of group key [CCG+ ePrint '17] oS (> &
grk -

Confidentiality via direct channels (

— Ratcheting in direct channels

e o
2 k..
— Group management PCS: PS =K
O al
- Ticket approach @
a

— Related to group key exchange

» Guest list approach

More is Less: On the End-to-End Security of Group Chats in Signal, WhatsApp, and Threema IEEE EuroS&P 2018 | Paul Résler | London | 27.04.2018

56




RUHR-UNIVERSITAT BOCHUM

Security Model PrOtOCOI OverVIGW.

Reliability vs. Instant Messaging

PCS and Ratcheti
Async?ﬁronoisCGeroISg IM Wh a.tS A p p

\

<]
|
1
N\
\ 4
N\
\

|

Sender in group?
& Receiver in group!

More is Less: On the End-to-End Security of Group Chats in Signal, WhatsApp, and Threema IEEE EuroS&P 2018 | Paul Résler | London | 27.04.2018 57



RUHR-UNIVERSITAT BOCHUM

Security Model

Reliability vs. Instant Messaging
PCS and Ratcheting
Asynchronous Group IM

Protocol Overview:
WhatsApp

\

More is Less: On the End-to-End Security of Group Chats in Signal, WhatsApp, and Threema IEEE EuroS&P 2018 | Paul Résler | London | 27.04.2018

v
\

N

—m
—m
=

|

58



RUHR-UNIVERSITAT BOCHUM

Security Model PrOtOCOI OverVIeW.

Reliability vs. Instant Messaging

PCS and Ratcheti
Async?r?ronoiscGioISg IM Wh a.tS A p p

N &k
4/ )5
— o s ] < =
g_ A - < Z =R < Z U=
R —~ —_— T

Xy,
s

More is Less: On the End-to-End Security of Group Chats in Signal, WhatsApp, and Threema IEEE EuroS&P 2018 | Paul Résler | London | 27.04.2018 59



RUHR-UNIVERSITAT BOCHUM

ge?ug?{[MOdﬁl - . POSt ComprOmlse
eliapiity vs. Ins gn essaging . .
Asymehronous Group Security and Ratcheting
Confidentiality via group key & & \/
/
—» Ratcheting of group key [CCG+ ePrint '17] oS (> &
grk -

Confidentiality via direct channels (

— Ratcheting in direct channels

e o
2 k..
— Group management PCS: PS =K
O al
- Ticket approach @
a

— Related to group key exchange

» Guest list approach

More is Less: On the End-to-End Security of Group Chats in Signal, WhatsApp, and Threema IEEE EuroS&P 2018 | Paul Résler | London | 27.04.2018

60




RUHR-UNIVERSITAT BOCHUM

ge?ug?{[MOdﬁl - . POSt ComprOmlse
ellapllity vs. Ins gn essaging i i
Asymehronous Group Security and Ratcheting
Confidentiality via group key & a \/
— Ratcheting of group key [CCG+ ePrint ‘17] & @ & Vol [l
Confidentiality via direct channels & &

— Ratcheting in direct channels

e o
2 k..
— Group management PCS: PS =K
O al
- Ticket approach @
a

— Related to group key exchange

» Guest list approach

— No complex group key ratcheting

— Problems in asynchronous federated environment

More is Less: On the End-to-End Security of Group Chats in Signal, WhatsApp, and Threema IEEE EuroS&P 2018 | Paul Résler | London | 27.04.2018

61




RUHR-UNIVERSITAT BOCHUM

Security Model PrOtOCOI OverVIeW.

Reliability vs. Instant Messaging

PCS and Ratcheting h
Asynchronous Group IM W atSA p p
Alex Stamos & —
6 @alexstamos <ﬂ/}

WhatsApp has looked at the report
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plan would necessitate a change to the
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e aeersem  INVASYNchronous Networks

Practice Theory

« Dynamic group IM « Dynamic group key exchange

« Ratcheting e Synchronous communication
« Concurrency « Static group key ratcheting

 NoO concurrency
« Special ordering « Definitions of reliability

« Trace delivery * Incompatible with IM
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Summary

» First security model for group instant messaging
« Captures security and reliability
« Description (= reverse engineering) of three major IM protocols

» Application of model to protocols
« Revelation of discrepancies between security definition and protocols:

Closeness Forward Future Traceable No No
Secrecy Secrecy Delivery Duplication Creation
y = by
la.cr/2017/713 @roeslpa
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