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Messaging: End-to-End

• Dynamic group of users

• One central server (always online)

• End-to-end protection

within protected transport layer

• Server potentially malicious

• Multiple users + leaving/joining + users offline + forward secrecy/PCS

⇒ Security definition vs. real world protocols
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• Reliability of receipt status partially possible (Traceable Delivery)

• Ordering

• With graphical user interface (out of scope)

• “we feel […] difficult to build […] UX which provides transcript 
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• Weak causality (mi delivered if not mj delivered, i<j)
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→ Group management PCS:

• Ticket approach
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in Asynchronous Networks

Practice

• Dynamic group instant messaging

• Techniques to ratchet

• Techniques to allow concurrency

• Special ordering feature

• Feature to trace delivery

Theory

• Dynamic group key exchange

• Synchronous communication

• Static group key ratcheting

• No concurrency

• Definitions of reliability

• Probably incompatible with IM

Security Model
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PCS and Ratcheting

Asynchronous Group IM
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Complexity of Dynamic Groups

in Asynchronous Networks

Practice

• Dynamic group instant messaging

• Techniques to ratchet

• Techniques to allow concurrency

• Special ordering feature

• Feature to trace delivery

Theory

• Dynamic group key exchange

• Synchronous communication

• Static group key ratcheting

• No concurrency

• Definitions of reliability

• Probably incompatible with IM

Security Model

Reliability vs. Instant Messaging

PCS and Ratcheting

Asynchronous Group IM

TLS ↔ AKE + Channel (~ACCE?!)

MLS ↔ AGKE + Channel (+ Reliability?) + 

…?!

⇒ Formulate ideal world before real world is 

fixed…
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Summary

• First security model for group instant messaging

• Captures security and reliability

• Description (⇒ reverse engineering) of three major IM protocols

• Application of model to protocols

• Revelation of discrepancies between security definition and protocols:

ia.cr/2017/713 ia.cr/2018/296 @roeslpa
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