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Chair for Network and Data Security

Prof. Dr. Jörg Schwenk

Agenda

▪ Security Model 

▪ End-to-End Encryption

▪ Protocol Overview and Weaknesses

▪ Signal

▪ WhatsApp

▪ (Threema)

▪ Problems and Solutions

▪ Traceable Delivery

▪ Closeness
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End-to-End Protection

End-to-End Encryption

• Messages confidential

• Messages authentic

End-to-End Protection

• Message delivery reliable

• Group management reliable

• Group management “secure”

→ Members decide

Security Model

Protocols & Weaknesses

Problems & Solutions



36Instant Messaging in Gruppen: Schwachstellen trotz sicherer Verschlüsselung Tag der IT Sicherheit | Paul Rösler | Paderborn | 21.03.2018

Security Model: Malicious 

Server

• Malicious Server

• Can decrypt transport layer

protection

• E.g. IM provider, TLS certificate

forger on network, ...

Traceable 

Delivery

Closeness

?

Security Model

Protocols & Weaknesses

Problems & Solutions
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Security Model: 

Compromising Attacker

• Compromising Attacker

• Access to members’ secrets

• E.g. access to device, cryptanalysis, …

• Advanced Goals:

• Forward Secrecy

• Future Secrecy
(aka Post Compromise Security aka Backward Secrecy)

Secure

Secure

Traceable 

Delivery

Closeness

(Fut. Sec.)

Security Model

Protocols & Weaknesses

Problems & Solutions
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• For Signal and WhatsApp with key stream (stateful encryption):

• Key omissions in key stream are ignored

→ Ack newest in order received message (e.g., with content messages)

→ Send negative ack (NACK) on key omission

Solutions:

Traceable Delivery

✘21

Security Model

Protocols & Weaknesses

Problems & Solutions
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Summary

• First security model for group instant messaging

• Captures security and reliability

• Description (⇒ reverse engineering) of three major IM protocols

• Application of model to protocols

• Revelation of discrepancies between security definition and protocols:

• Probably not the only protocol/implementation weaknesses

• Signal still very secure! WhatsApp brought E2E encryption to 109 users!

ia.cr/2017/713 @roeslpa
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